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A client experienced

$250,000

in fraud losses over a few months



Just a handful of fraudsters wreaked havoc
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“Fraud is turning into a large problem for us.
We're handcuffed in our ability to deal with
the abuse.”

Market research client




Today’s presenter
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Product Manager
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How big of a problem is fraud for
research firms?

What we'll cover
k,%

How do fraudsters operate today?

ol

What steps can you take to fight
fraud effectively?
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Research fraud is rampant today




Wherever you find payments, there are fraudsters
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Fraud rates per firm
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Market
research is
most
impacted

by fraud
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M q r’ke'l' Total fraud losses in MR industry by year
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Profile of a fraudster




Common fraud methods used today
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Phone farm setup



Example fraudster profile

40 different emails
8 different IP addresses

3 different devices




Instances of fraud by country

Country of IP address used Percentage of
at payout redemption fraudulent redemptions
F rq U d 11 Nigeria 7.49%
'I' d b @ China 2.62%
re n s y ™ Bangladesh 2.53%
COU n‘I' r’y = Kenya 1.99%
= India 1.57%
¥ Tanzania 0.89%

Saudi Arabia 0.86%



Fraudster hall of shame

2000+ 700+ 1100+

emails created

$150k

in annualized “earnings”

IPs generated

unique devices used

27

companies defrauded
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How to fight fraud effectively




Multi-layer approach to fighting fraud

1 —

Verify participants
prior to payouts
multiple times




Multi-layer approach to fighting fraud
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Verify participants Implement IP
prior to payouts identification and

multiple times risk scoring




Multi-layer approach to fighting fraud

1 —

Verify participants
prior to payouts
multiple times

— 2

Implement IP
identification and
risk scoring

— 3

Leverage your
network and share
data

—
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Methods of scaling %‘ Digital fingerprinting vendors
fraud prevention

@ Fraud prevention algorithms

0
,&Q Fraud-focused internal hires

—1_ Payouts platform with built-in
E} fraud prevention




How Tremendous fights fraud




Since May 2024, we've detected over

$3 million

in fraudulent payouts
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With our fraud prevention
tools, research firms can:

e Identify recipients cycling
through identities

e Customize rules to detect
fraud accurately

e Protect the experience for
real participants
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Fraud controls

tailored to
projects and
participants

Tremendous Parent

Home

Fraud prevention

Review queue

Settings

Orders & rewards

5 Billing

@ campaign templates

% Team settings

Fraud prevention settings Learn more

Review rules
Reward redemptions that match any Review rules will be flagged and added to the Review queue

Flag based on country

Flag based on number of rewards redeemed v on

Limit: 10 rewards / 30 days

Flag based on dollar amount redeemed

Flag specific IP addresses

IP ranges: O
Additional IPs: 1

Flag based on recipient email or domain Setup

Flag rewards redeemed by previously blocked recipients

) tem identifies recipie ur team has previously blocked, even when they redeem

Flag based on the Tremendous fraud list

Flag if device or account has multiple emails associated with it

Y tem flags rewards redeemed by devices or accounts linked to multiple recipient emails




Fighting fraud with the Tremendous network

IPs / VPNs

Transaction
volume

@

Country

Total amount
redeemed

|l | Email / domain

[ o Blocked
= recipients



Review and reconcile flagged transactions quickly

T TREMENDOUS

CVONKH5GRSTG X
$1.00USD + Flagged

Apple J Fraud review queue
Flagged @ Blocked Released { & Release ][ ® Block ]

ﬁﬁ Home

Fraud prevention (389 v B (=] Recipient details

Review queue Reward: 1 11l High risk

Settings « 1 related reward ($10.00), including 1

D Amount  Sentto Status Reasons ® Over reward count limit
Orders & rewards e Over reward dollar limit
_ Over reward count limit, Over reward
N $1.00 pm@u.northwestern.edu Flagged dollar limit
Bllling Email @ pm@u.northwestern.edu
Campaign templates Redemption merchant card
Device CyORmFiKODEtfulW79WG

Team settings 1related (1 blocked)

P 160.72.66.134
New York, NY, USA

1related (1 blocked)

Additional details >

Activity log >




“We've probably saved $40,000 as a direct
result of the fraud feature so far, both in
incentives and study materials.”

Academic research customer




Audience Q§A




TREMENDOUS

Thank you

Stop by Booth #617 to learn more



